DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

TOP SECRET
(The requirements of the DaD Industrial Security Manual apply to al b. LEVEL OF SAFEGUARDING REQUIRED
security aspects of this effort ) * TOP SECRET

2. THIS SPECIFICATION IS FOR (X and complete as applicable)

3. THIS SPECIFICATION IS: (X AND COMPLETE AS APPLICABLE)

a. PRIME CONTRACT NUMBER

a. ORIGINAL (Complete date in all cases) DATE (YYYYMMOD)
0 X 20030130
b. SUBCONTRACT NUMBER b. REVISED (Supercedes al Revision No. DATE (YYYYMMDD)
D EI previous specs)
¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) ¢. FINAL (Complete Hem 5 in all cases) DATE (YYYYMMDD)
X | N00019-03-P1-QY001 |

4. IS THIS A FOLLOW-ON CONTRACT?

Classified material received or generaled under

L] ves Xno. #Yes. Compiets the bolowing:

{Preceding Contract Number) is fransfesred o this follow-on contract

5. IS THIS A FINAL DD FORM 2547

In response o the coniractor's request dated

] ves XNO. it Yes. Caiiets the foowing:

, retention of the identified material is authorized for the period of

6. CONTRACTOR (Include Commercial and Govemment Entity (CAGE CODE)

a. NAME, ADDRESS, AND ZIF CODE
BIDDING PURPOSES ONLY

Retum o AIR 741 after award. Provide company name and cage code.

b. CAGE CODE

¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND 2IP CODE

b. CAGE CODE

¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION

b. CAGE CODE

¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

F
Provide services for the E-6B Block | modification program.
TPOC: Gary Young, PMA-271, (301) 757-2179
10. THIS CONTRACT WILL REQUIRE ACCESS 10: YES | NO | 14. N PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
2. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X [ |  MAVEACCESS TO CLASSIFIED INFORMATION AT ANGTHER X
: CONTRACTOR FACILITY OR A GOVERNMENT ACTMITY

b. RESTRICTED DATA 1 x b. RECEIVE CLASSIFIED DOCUMENTS ONLY | x
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION Ol x ¢. RECEIVE AND GENERATE CLASSHFIED MATERIAL X O
d. FORMERLY RESTRICTED DATA Ol x 3. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X O
¢. INTELLIGENCE INFORMATION . PERFORM, SERVICES ONLY 0| x

{1) Sensitive Comparimented Information (SCI) f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE US, 01«

- X PUERTO RICO, US POSSESSIONS AND TRUST TERRITORIES
(2) Non-SCI . BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL X D
X INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCESS INFORMATION 0O | x h. REQUIRE A COMSEC ACCOUNT x O
g. NATO INFORMATION 0O | x i HAVE TEMPEST REQUIREMENTS x |0
h. FOREIGN GOVERNMENT INFORMATION 0| x j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X 0O
i. LIMITED DISSEMINATION INFORMATION (DO NOT USE} 0| x k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVIGE X 0
J. FOR OFFICIAL USE ONLY INFORMATION X [ |t OTHER Seecity 01 x
k. OTHER (Specify)
C31x
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12. PUBLIC RELEASE, Any information (classified or unclassified) pertaining o this conkact shall not be released for public dissemination excepl as provided by the Industrial Security Manual or unless it
has been approved for public release by appropriale US Govemnment authority, Proposed refease shafl be submitted for approval prior {0 release.

[ ot B Tivough (Specity):

TRANSMISSION BY NON-SECURE FACSIMILE OR E-MAIL IS NOT AUTHORIZED
Commander, Naval Air Systems Command (AIR 7.5), Office of Public Affairs, Bldg 409
22268 Cedar Point Road (Telephone (301) 757-6909), Patuxent River, MD 20670

blnD'tscbm\ebemedomoﬂnfunnationandSecurityReview,Ofrusof&nkssistantSecretaryofDefense(PubﬁcAﬂais)‘txrsview.
‘1nIhecaseofnon—DoDUserAgencies,remnsdeisclosmshaﬂbesuW&dbmatagency,

13. SECURITY GUIDANCE. The security classificaion guidance needed for s Classiid effort 1 identified below. If any difficulty is encountered in applying this guidance or if any other contributing
facior indicates a nead for changes in this guidance, the contractor is authorized and encouraged 1o provide recommended changes: 1o challenge the guidance or the classification assigned 1o any
information or matarial fumished or ganerated under this coniract; and o submit any questions for interpretation of this guidance o the official identificd below. Pending final decision, the information
involvad shal be handied and protected at the highest levet of classification assigned or recommended. (Fill in as appropriate for the classified efort Attach, or forward under separate correspondence,
any documents/guides/extracts referanced herein. Add additional pages as neaded 'o provide complets guidance.)

Technical papers, briefings, presentations, either classified or unclassified to be presented at classified symposia must be submitted to AIR 7.4.1 for approval prior to presentation.
Unclassifed material submitted for pubfic release (that is not to be presented at classified symposia) shall be forwarded for review prior bo release. As stated in item 12 above.
Transmission by fascimile of technical papers, briefings of presentations is NOF suthorized,

10., e{2) - User Agency Contracting Officer approval needed prior to subcontracting.
Access to Intelligence Information required for performance. Contractor shall comply with Naval Air Warfare Aircraft Division Scienitfic and Technical Intefligence Liaison Officer mem of 01 Jun 99

(attached).
Reviewed by:

Senior Intelligence, Stephen Hendricks

10, - For Officiat Use Only (FOUO) information shall be safequarded as specified in DOD 5400.7-R, DoD Freedom of nformation Act Program, Section 1 through Section 5. OPSEC is the
mechanism for protection of FOUO dala.

Security classification guidance will be in accordance with the Tactical EA-6B Mission Support (Teams) dated 31 Oct 88

Visit requests shall have "need-to-know* certified by the TPOC Ested in Block 9. Allvisit requests to Military Instattations for dlassified or unclassified visits from subcontractors
will be sent via the prime contractor who will certify the need-to-know

I additional securty classification i required, contact AIR 7.4.1.

H

14. ADOITIONAL SECURITY REQUIREMENTS. Requirements, i adiion 10 NISPOM requirements, are established for his contract, (fYes, iently arq XIYES [ NO

peréinent contractual clauses in the contract document itself, or provide an appropriate statement which identified the additional requirements. Provide a copy of the

requirements to the cognizant security office. Use item 13 is additional space is needed.)
OPSEC IN THE CONTRACT.
15. INSPECTIONS. Elemenis of this contract are outsids the inspection responsibiity of the cogrizant sscuriy office, (f Yes, explain and identiy specifc areas of [TIYES D NO

slemants carved out and the activity responsible for inspection. Use item 13 of addition space is needed.)
16. CERTIFICATIONAND SIGNATURE. Security requirements staled herein are complete and adequate for saloguarding the classifiod nformation B be released or gancrated under T siacsirod

effor. All questions shall be reformed 1 the official named below,
a. TYPED NAME OF CERTIFYING OFFICIAL b. TNLE : c. TELEPHONE (Inglude Area Code)
Barbara J. Vaughan Contracting Officer's Security Representative (COSR) (301) 757-2094
d. ADDRESS (Inchides Zip Code) i ' 17. REQUIRED DISTRIBUTION
Commander, Naval Air Systems Command % 2 gggcmgggm

Attn: Security AIR 7.4.1, Bldg 46?’ e} ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
22514 McCoy Road, Patuxent River, MD 20670 [ . US. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
ADMINISTRATION

e S TURE . [ e ADMINISTRATIVE CONTI RACTING OFFICER
g / %’/ BJ . OTHERS AS NECESSARY SEE ITEM 13 ABOVE
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